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GSMA Open Gateway website

GSMA Open Gateway

Universal mobile network open Application Programmable Interfaces
(APIs) for developers.

API DOCUMENTATION USE CASE LIBRARY SANDBOX

API Deployments Usage guide and code snippets API Use case examples Coming soon MW(C Shanghai 2025 Operators and Channel Partners
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API| deployment map with certification status & links

GSMA Open Gateway
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Some key global OGW stats
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Open Gateway Market Champion Forecast

GTM Champion Leads Jifl Cooper Martin W Alexandra Hong Lui Nauman Ruben Nauman

Market Launch Forecast Europe Latam APAC Greater China Africa North America MENA Total Connections
8 9 8 2 1 2 2 32 61.4%
0 0 0 0 0 0 0 0 0.2%

3 Q3 2026 (October Board Meeting) 0 ] 2 1 3 0 3 9 5.9%
5 7 2 0 2 0 1 17 6.1%

1 In Progress No Forecast/ At Risk 3 2 6 1 3 1 4

20 6.7%
: B0.3%

Uganda
Hong Kong Cameroon Bahamas Oman
Macau Migeria Saudi Arabia
-
Kenya Morroco
Cote d'vorie Tunisia
Awstralia Malawi Kuwait
MNew Zealand Bahrain

South Korea
Romania Uzbekistan
Sweden Pakistan
Hungary Bangaldesh
Bolivia Mongolia
Venezuela Maldives
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CAMARA APl deployment summary
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FallZ 3 Spring25s Meta Fallz5 Spring26 Meta Jun-26 M l-Z6 BuUg-Z6
Mieta M et

mmm Total Meta Released APls — APls deployed in at least one market

Mature API Details can be found at:
https:.//www.gsma.com/solutions-and-impact/gsma-open-gateway/qgsma-open-qateway-api-descriptions/
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26 APls have now been deployed, i.e.
launched by at least one operator

Two New API deployed in Aug'26

IOT Sim Fraud Prevention
IOT Sim Fraud Subscription

GSMA
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GSMA Open Gateway APls

Authentication and
Fraud Prevention

Location Services &
Spatial Data

Communication
Quality & Slicing

Device Information &
Status

Computing & Edge
Services

Core Communication,

Payments &

SIM Swap

Mumber Verification

One-Time Password (OTP)
SMS

Device Swap

Tenure

Number Recycling

Know Your Customer (KYC)
Age Verification

Know Your Customer (KYC)
Fill-In

Verified Caller

loT SIM Fraud Prevention

loT SIM Fraud Prevention
Subscriptions

Source: GSMA  Full descriptions are available at

@ 2024 GSMA Intelligence

Location Verification

Location Retrieval

Device Visit Location

Muost Frequent Location

Population Density Data

Region Device Count

Brand Registration

Quality on Demand (QoD)
Home Devices QoD
MNetwork Slice Booking
MNetwork Slice Assignment

Dedicated Network

Dedicated Network
Accesses

Dedicated Network Profiles

QoS Booking
QoS Booking and
Assignment

Predictive Connectivity
Data

Device Reachability Status

Device Reachability Status
Subscriptions

Device Roaming Status

Connected Network Type
Subscriptions

Device |dentifier

Device Data Volume

Device Data Volume
Subscriptions

Confidential

Simple Edge Discovery

Optimal Edge Discovery
Application Endpoint

Discovery

Application Endpoint
Registration

Edge Application
Management

Traffic Influence

Energy Footprint
Notification

MaaS Knowledge Base

MaaS QA Assistant
(Manage & Service)

Management

Carrier Billing

Blockchain Public Address
Validation

Click-To-Dial

Multi-Point VPN

SMS (Programmable
messaqging)

Metwork Access
Management

Subscription Status

Capabilities and Runtime
Restrictions

Consent Info

GSMA
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CAMARA API progress summary
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Respondents who ranked API category as their top priority

Highest ranked APIs InAPAC....

ka
=i
]

25%
Key CAMARA APIs
23%
Authentication and Communication
Fraud Prevention Quality & Computing
Services
19%
Call Forwarding Signal QoS Profiles
1 Device Swap QoS Provisioning
15% KYC Age Verification Quality on Demand
13% KYC Fill In Simple edge Discovery
o KYC Match
- KYC Tenure
o Number Verification
OTP SMS
5%
E § § g § é % % E § E % Scam Signal
c m 3 E m E E M E w =
é % g Eﬁ E g g § g 5§ SIM Swap
Sa EO = = 5 = E
E3g E o3 T L = E ©
23 Sz £ 3 &
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Mobile Ecosystem Value Chain — GSMA Open Gateway / Market Gateway

Demand view: how enterprise need is met by network capability — through the chain, or directly with operators

Enterprises &
Developers

Consume APlIs to
solve business
problems; demand is
led by verticals such
as fintech and retail.

EXAMPLES

. Banks &
fintechs

. Retail & e-
commerce

. Automotive

. Aviation

. Media and
Contnvkaimma ant

Business outcomes &
monetisable demand

e e e e e e e e e e e e e = e e e e e M mm e e e e e e e = e e e M M e e e e M e e e e mm M mm e e e e e e e e e e e M M M M M e e e e e e e e M M M M e e e e e e e e = e e e M M M M M M e e e e e e = e e e M e e e e e e e e = e e = = e

System
Integrators

Design, integrate and
run network-API
solutions inside
enterprise estates and
operator businesses.

EXAMPLES

. Global Sls

. Wipro

. HCL Tech

. CGl

. IBM

. Regional
integrators

Delivery, integration &
change

Hyperscalers

Distribute network
APIs through cloud
marketplaces and
developer tooling at

global scale.
EXAMPLES

. AWS

. Microsoft Azure
. Google Cloud

. Meta

. Oracle

Developer reach &
cloud distribution

Solution Partners

& CPaasS

Embed network APIs
into vertical solutions
and developer
platforms — fraud,
identity, verification,
QoD.

EXAMPLES

. CPaaS providers

. ISVs & fintechs

. Anti-fraud
vendors

Solution-led, outcome-
based packaging

Network API
Wholesale
Partners

Aggregate APIs across
operators and
borders into one
commercial and
technical integration
point.

EXAMPLES
. Aduna
. Bridge Alliance

Multi-operator reach,
one contract

MNO Exposure
Partners

Provide the network
exposure platform
that turns operator
capability into
standardised, sellable
APIs.

EXAMPLES

. Ericsson
. Nokia

. Huawei
. ZTE

Technical exposure &
API productisation

<

m DISTRIBUTION & DELIVERY ENABLEMENT & AGGREGATION SUPPLY

Own the network
assets and expose

CAMARA APIs

EXAMPLES

. Vodafone -
Orange

. Deutsche
Telekom

. AT&T - Verizon

. T-Mobile - Airtel
-Jio

Network capability &

customer trust

DIRECT: ENGAGEMENT The chain |s a route to market.. Enterprlses Sls, hyperscalers and solutlon partners can transact directly with MNOs — typically single-market, high-volume or strateglc deals.
Aggregatlon earns its place where multi operator multi-market reach i |s needed

FOUNDATION CAMARA open-source APl standards (GSMA + Linux Foundation) -

Confidential

GSMA Open Gateway framework & MoU - Market Gateway / MarketView matching demand and supply




Website for enterprises, developers & resellers to engage

U Mobile Developer Hub

Discover the Unbeatable 5G experience we have for U

You're a step closer to the future with U Mobile. Our Network APls bring unbeatable
capabilities to your solutions, helping you build the next "wow" moment for U and
your business. Visit our Developer Hub and start building today.

Visit our Developer Hub and start building today.

GSMA API Certified

COMING SOON COMING SOON

SIM Swap API Number Verification API Device Location Quality on Demand
Verify users by detecting recent SIM swaps to prevent fraud. Ensure the accuracy of users' phone numbers for secure Create, retrieve and delete event subscriptions to realize Allows the discovery of Quality of Service (QoS)
communication. geofencing for a user device. profiles and itsicharacteristics.

Confidential



14

Scam & Fraud Problem

GSMA
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Exponential growth in fraud & scams
$1Trillion 50% 25%

lost worldwide to scams in 2024 of consumers receive scam of unknown calls are scams?
messages weekly?

Source: 1. BioCatch 2025 Global Scams Report, 2. GASA Global State of Scams Report 2025 , 3. Hiya.com

= Mg Star Malaysia scam losses rise to RM2.7bil in 2025, spike during festive seasons

Malaysia scam losses rise to RM2.7bil in 2025,
spike during festive seasons

" Tuesday, 24 Mar 2026 | 10:47 AMMYT

Over the last five years, scams have grown massively — they
affect more people, occur more often and through more
methods. Only by uniting and working together across the
digital ecosystem and the financial sector, with the support
of public authorities, can we fight such a complex
phenomenon. The mobile ecosystem stands ready to do its
part, alongside all concerned parties.

Vivek Badrinath, Director General, GSMA
© GSMA 2026 GSMA
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Impact of fraud & scams on digital trust

70%

61%

Fraud Undermines Digital Trust

60%

On average, >50% of scam victims in
Asia suffered a significant or complete
loss of trust with the internet.”

50%
50%

43%

I |

40%
*Global Anti-Scam Alliance Asia Scam Report 2024
30%

20%

10%

Financial Loss Emotional Distress Ongoing Anxiety Lost Time & Effort

0%

oGcsMma 2006 Source: GSMA India Consumer Scam Report 2025: More Reporting, Less Trust in Outcomes

GSMA
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SMS OTP contribution to fraud

A Challenger by Gartner, trusted by you 'i

BANK SECURITYe

OET THE REPORT FiERTINET

News » Resources» Events+  Jobs~

Topics »

TRENDING: The Cybersecurity Skills Gap and the Role of Al for Defenders ¢

PR o Fi:RTINET
One-Time Passcodes Are
Gateway for Financial Fraud Attacks

Report Reveals Growing Trend of Fraudsters Intercepting SMS-Based Verification

Goswami (Wesuparna) - April 5, 2025 @
= o = B BN DT oo
,\..
‘% X

odes as a primary

rification is less reliable as

Modernizing at Speed: Scaling Al and Apps Without New Silos -+

Covering topics in risk management, compliance,

fraud, and information security.
Submit

By submitting this form you agree to our Pri

5 []
FIIRTINET
A Challenger by Gartner,
trusted by you

nized as a

Why Enterprises Are Flying
Blind in the Age of Al Security

The Evolution of Scattered
Spider: How Organizations Are
Strengthening Defenses

Securing Agentic Al Demands
Visibility

Intelligent Banking in the Age
of Al: Unifying Fraud, Security,
and Compliance

fraudsters increasingly exploit Sh sed verification weaknesses to carry out account
takeover and payr fraud schem
© GSMA 2026

+ Follow -

: Paul Simpson[f{ - 2nd
Financial Services, Financial Crime, Payments, Mobile Intelligenc...

/ 10mo-®

$6.7B lost to SMS OTP Fraud Globally in 2023 alone!! lUAE begins phasing out SMS &
email OTPs for financial transactions. Every Country needs to pay attention. Silent
Authentication+ is already available. What is it and why do | need it?! Nothing to
intercept by criminals, faster, more secure user authentication, better regulatory
compliance, no password, PIN/OTP management or costs...

$6.7B lost to SMS OTP Fraud Globally in 2023 alone!

UAE PHASES OUT

SMS OTPS

JULY 25, 2025 - MARCH 2026 TRANSITION

OLD METHOD NEW METHOD

hd A 4
@
A
. & ]
@& @
UNTIL
JULY 25, 2025
$6.7B sMsore a
SMs OTP f'l";d“ March 2026
raug_globally | full compliance

Source: hitps://international.jtglobal.com/mobile -intelligence

BIOMETRIC

AUTHENTICATION

BY MARCH 2026

AULUAE banks
affected

[V corco EPEL O

GSMA
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How common tactics translate into OTP fraud -

Fraud type The Tactic The Fraud
Social Engineering Impersonates a bank, telco or support desk; The real OTP is used to approve a login, payment or
(Phishing / creates urgency and asks the user to read or key in account takeover in the scammer’s session.
Smishing / an OTP.
Vishing)
SIM Swap / Uses stolen identity details or social engineering SMS OTPs are routed to the attacker, enabling MFA
Port-Out to move the victim’s number to a new SIM/eSIM. bypass and high-risk transaction approval.

|9
APP scam/ Builds trust and instructs the victim to send funds The victim authorizes a transfer to a mule or scammer
payment to a “safe account” or fake invoice, then confirm account, so the payment appears customer-approved.
redirection the OTP.
Remote Access Tricks the user into installing an app or granting The attacker hijacks the session and performs transfers
(Malware / Trojans screen/access permissions that expose OTP or account changes while the OTP is captured or
/APK’s) prompts. relayed.

3

Note: high-level typology for fraud awareness; tactics often combine across channels.

© GSMA 2026 GSMA
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How common tactics translate into OTP fraud ..

Fraud type The Tactic

SS7 . Abuses telecom signalling weaknesses to
exploitation ; intercept or redirect SMS OTP delivery.

Man-in-the- Spoofs a trusted website or app to capture
Middle credentials and OTPs in real time.
(MitM) ©
| | 1l
SMS Pumping Uses bots or fake sign-ups to trigger large volumes
/[ AIT T e of OTP SMS to premium or controlled numbers.
Eﬂ—@éﬂ-i@)}
Al-enhanced Uses deepfake voice, chatbots or tailored
deception messages to make OTP requests seem legitimate.

Note: high-level typology for fraud awareness; tactics often combine technical compromise and social engineering.

© GSMA 2026
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The Fraud

Attacker receives the OTP and uses it to complete
account login, takeover or payment approval.

The OTP is relayed instantly to access the account or
approve a high-risk transfer.

Fraudster monetizes termination or traffic fees; the
business pays inflated SMS costs without true users.

Victims are persuaded to reveal OTPs or approve
actions they believe are bank-initiated.

GSMA
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OTP vulnerabllrty S becomlng a regulatory ssue

ssssssssssssssssssssssssssssssss

Ban A re Ditching OTP Texts By June—  o7p authentication
Here s How Your Money Stays safe

5\ OPFICIALPORTAL
4 ‘J' MINISTRY OF COMMUNICATIONS

1) Y A - PSS ——T— o
'w rules f h ating payme: be d
MS O kick-in from April Banks in Singapore to Strengthen Resilience Against Financial Institutions Instructed By Bank Negara To Beef Up Securi ty
: —®-].2. .5 AR Phishing Scams Against Financia | Scams
e r .
The tay e SN KUALA LUMPUR, Sept 26 -~ Bank Negara has instructed financial institutions to take several mea to further strengthe
/ s comtll| e s
Philippines India Singapore Malaysi

» European regulations: under PSD2 allow OTP use under stricter conditions (ex.dynamic transaction linking and muilti-
factor requirements).

« U.S. regulators (ic. Federal Financial Institutions Examination Council and Consumer Financial Protection Bureau):
view OTPs as a key part of multi-factor authentication under the Gramm-Leach-Bliley Act of 1999.

« Malaysia - BNM RMiT: SMS OTP non-compliant as standalone 2FA since Nov 2025

Liability Shift: CBUAE Notice 2025/3057 introduced financial liability. If
customer’s OTP is intercepted or shared during phishing or SIM swap attack,
the financial institution is responsible to reimburse the customer for the entire
loss. Shifts compliance from a regulatory burden to financial imperative.

© GSMA 2026 GSMA
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Commercial Opportunities
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Commercial Case Studies (APAC

Number Verify/ Silent Network Authentication in Various Verticals

GcsMma
Open Gateway

AAAAAAA

ABA Bank delivers seamless
authentication and registration

tandardised Number

Askhat Azhikhanov
ABA CEO

@ reitication

CAMBODIA

Challenge:

At least 260 scam centers, trafficking an

estimated 150,000 foreign migrant workers.

(Cambodia Counter Trafficking in Persons Project)

Solution:

e Metfone, Smart Axiata and Cellcard, collaborated with
IPification to build a common API that the banking
industry can use to fight scams:

» Number Verify/ Silent Number Verification
ensuring the device’s MSISDN matches the one
registered for mobile banking in the background

Results:

ABA, Wing & Acleda Bank: > 1.2 million/ mth transactions

H ...

GSMA

Tiger Brokers upgrades its
authentication process

standardised Number

Technical Solution

lan Leong,
CEO of Tiger Brokers Singapore.

BRI Bank reduces fraud by
verifying phone numbers

Case study for banking using the CAMARA standardised Number
Verification AP - View AP| Descriptions

Business Problem Technical Solution

INDONESIA

Challenge:
361 Mio Cyber Attack Threats in Indonesia in the 15t 10

months of 2023
(BSSN 2023)

Solution:

e Telkomsel, XLSmart and IOH collaborated with BRI Bank
to build a common API that the banking industry can use
to fight scams:

» Number Verify/ Silent Number Verification
ensuring the device’s MSISDN matches the one
registered for mobile banking in the background

Results:

BRI Bank: the Reduction in Social Engineering in BRIMo apps

by 70% and 20% improvement in successful authentication.

iqdosot. @ XLSMART

('@*TELKOMSEL GSMA

csma
Open Gateway

EASY BUY verifies phone
numbers to secure transactions

Case study for payments using the CAMARA-standardised Number
Verification AP - yiew AP| Descriptions

Technical Solution

Nuchai Katkaew, EVP of Business Planning Department. Customer Service

conmndential -

SINGAPORE

Challenge:

83.9% of Singaporeans prioritize security over new app

features, and 96% are more likely to choose brands that

prioritize their safety.

(Appdome survey)

Solution:

e Singtel collaborated with IPification to build a
common API that the Online Trading industry is using
to defend against phishing attacks:

» Number Verify/ Silent Number Verification
ensuring device’s MSISDN matches the one
registered for mobile trading service in the
background enhancing both security and user
convenience

Results:

Tiger Brokers: 58% improvement in conversion rates

(mobile registrations) & 17k users (one-click login feature?

THAILAND

Challenge:

The financial fraud damage totaled 63 billion baht

(US$1.9billion) with 540,000 victims between March

2022 and May 2024.

(Royal Thai Police Report)

Solution:

e True-Dtac collaborated with EASY BUY to build a
common API that the financial service industry use to
simplify transactions like online application activation,
money transfers, credit limit increases and cash
withdrawals thru their Umay+ app:

» Number Verify/ Silent Number Verification
ensuring the device’s MSISDN matches the one
registered for mobile banking in the background

Results:

EASY BUY: protect 1.5mil active Umay+ users with 1.5mil

transactions per month. G

MA
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Besides secunty, number ventfy also addresses. ..

Q!

not an SMS replacement

P AUTH SUCCESS
o0 @eo.
0 vs ~80%
99 /0 SMS

Fewer failed
authentications and fewer
drop-offs.

Value equation

Reduced
fraud

Higher
conversion

+

1 Number Verify is a security and experience upgrade

It strengthens authentication while removing the OTP step from the customer

journey.
LOGIN AUTH TIME
e vs 19 sec
8 sec aMS
Shorter login authentication
use case.
Compliance + Better CX

NV performance points supplied for discussion; exact outcomes depend on implementation and market coverage

ievenue Nmentatlon in iazﬂ ) & FIDO

Source:lnﬁ Velid Kaiapo |c 14t May : From Capability i
i30SI ecuri
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eSurv

Veri

=

=
*}1 + USER EXPERIENCE

B

@

Zero

user friction

No code to copy, no app
switching, fewer
interruptions.

stronger trust +
less customer effort

r Auth SucIess (up to 20% SMSgail tg arrive
diSO ddresgg@\. .



SMS OTP vs number verify demo

SMS OTP verifies a user-entered code; Number Verify validates the mobile number silently through the operator network.

OTP Authentication

%)
&’
67
&

© GSMA 2026

Start Your Transfer

Open the app and select the Fund Transfer
option.

Enter Details

Input the amount and destination account.

OTP Sent

The app sends a one-time password to your
mobile number.

Check SMS
Open your messages to find the OTP.

Enter OTP

Retrieve the OTP from SMS and input it in the
app.

Complete Transfer

Once verified, your funds are successfully sent.

SmartSafe SilentAccess

option.

/= \ Start Your Transfer
@ Open the app and select the Fund Transfer

.\, Enter Details
P ] Input the amount and destination account.

'Y \ We've got you covered
¢ The Silent Authentication system checks your
rmobile number in the background—no codes,

no input.

e \ Complete Transfer

Once verified, your funds are successfully sent.

Confidential
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DY )

Al nTeladl

— |  Experience the future NOW!

Mobile Number

>

Mobile Number

09

No account? Sign Up

-

Register your SiM

24

) s

GSMA


https://www.google.com/search?q=PLDT+Enterprise+SmartSafe+Video&rlz=1C1GCEA_enMY1207MY1208&oq=PLDT+Enterprise+SmartSafe+Video&gs_lcrp=EgZjaHJvbWUyBggAEEUYOTIHCAEQIRigATIHCAIQIRigAdIBCDk0NDNqMGo3qAIAsAIA&sourceid=chrome&ie=UTF-8#fpstate=ive&vld=cid:8b526d08,vid:lCG24F7GFMw,st:0

Vanous industries are potential users of number venty

18:11 B 2% A =l ol @

Login To Unlock Best Experience !

OGIN / SIGNUP
iew Al

My Orders

To Pay To Ship
Cancellation

NEW YEAR SALE EREZET)

Cashback Hingga 30Rb . P
WHAT'S YOUR PHONE NUMBER?

[reeey

Free
Shipping VERIFY

Powere d by IPification

Welcome to WhatsApp

Laz Affiliates

Social App - Meta M-Commerce - Lazada Ride Hailing App - CarGo Food Delivery App — E-Gets

GSMA
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Commercial Case Studies

Infobip: Device Location — Bank in Brazil (BancoDaycoval)

Location Verification API

Banco Daycoval taps location
data to reduce fraud

Case study for banking using the CAMARA -standardised Location

Verification API - vi

Business Problem

In Brazil. US $54 billion is lost to scams each year,
according to the Global Anti Scam Alliance. When
an individual tries to open a new account or take
out a loan. banks need to assess the risk of fraud.
A key factor to check is whether the applicant’s
location is consistent with the home address they
provide.

Impact

The Location Verification APi can reliably verify
the geographic position of a device, without the
need for GPS. which is vulnerable to spoofing. Ina
matter of seconds, Daycoval has the data it needs
to make a risk assessment on the loan application

the precision of our decisions.”™

Alexandre Rhein
CIO of Daycoval Bank

“The AR Dewice Location verificabion represents a technological
sdvancement. as it provides supenior precision in real-time of customer
location compared to current public standards ... Vive, once again, brings
innovalion to owr products. | see this 35 an opportunify to test and implement
new solutions, which will further enhance the robustness of our process and

Technical Solution

Mobile operators Vivo, Claro and TIM collaborated with
Infobip to provide banks with CAMARA-based APis that
can be used to counter scams. Banco Daycoval has
integrated the Location Verification APt into its
applicationprocess. The bank now asks applicants
whether they consent to sharing theirlocation with
Banco Daycoval. which then uses network data to check
whether the address is consistent with the device’s
location.

Value

By lowering Brazilian banks” exposure to fraud. the
Location Verification AP1 is reducing the cost of
providing credit to individuals. As well as helping
consumers borrow money when they need it. a well-
functioning financial services system can fuel economic
growth.

BRAZIL

Challenge:

$54 billion lost to scams in Brazil
(State of Scams in Brazil, GASA)

Solution:

e Vivo, Claro & TIM collaborated with Infobip to build a
common set of APIs that the banking industry can use to
fight scams/identity theft:

» Device Location identifies the geographical location
of the user’s device without GPS (vulnerable to
spoofing)

Results:

Banco Daycoval: reduced the cost to providing credit to

individuals & allowing on-demand borrowing by consumers

GSMA
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https://www.youtube.com/watch?v=eJniN7XiY6g

Commercial Case Studies

Infobip: SIM Swap API — Bank in Brazil (Itau)

Itau Bank combats payment
scams

Case study for bank paymentsusing the CAMARA-standardised SIM
Swap APl - View API Descriptions

Business Problem Technical Solution

“We are really prowd to be the frst Onencad instituetion worndwide fo
leverage the Open Gateway APIs fo help us combal fravd through enbanced
authentication mechanisms, gevice locabon fracking and 5iM swap condrol.
We do belbeve the vie case goes beyond bank fraud scenarios and will really
improwve the cusformer experience. Coen Gateway with our aigital
brancformabion stralegy will enable ws Fo betler serve our cusiorners ang
advance owr vision of a4 rmore connecled snd secwre banking ecosystem.”

Fiabio Hapoli
Chief Technology Officer of Itad Bank

BRAZIL

Challenge:
Most banking transactions are now using digital channels -

87% growth in online fraud in 2023
(Annual Business & Consumer Fraud Report, AEECF 2023)

Solution:

e Vivo, Claro & TIM collaborated with Infobip to build a
common set of APIs that the banking industry can use
to fight scams/identity theft:

» SIM Swap check identifies if the SIM linked to the
mobile number has been recently changed

Results:

Itau Bank: In Mar 2024, Claro alone processed 3mil SIM

Swap API’s

GSMA
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https://www.youtube.com/watch?v=yRrEC5BLZeA

Commercial Case Studies

Telefonica: KYC Match — Transport & Logistics in Brazil (Frete)

GSNNMA
Open Gateway

frete.com

Know Your Customer Match APl

Frete.com verifies the identity
of road haulage drivers

Case study for road haulage authentication using the CAMARA-
standardised Know Your Customer Match API - iptions

Business Problem Technical Solution

Brazil relies heavily on road freight. To serve this Vonage, Telefénica and Vivo have together built a

market, Frete com, the largest road haulage common set of APIs that the e-commerce, transport

company in Latin America, provides drivers that and logistic industries can use to fight scams and

ship more than US$402 billion worth of freight identity fraud. Frete.com is now employing the

each year, on behalf of 18,000 companies. CAMARA-based Know Your Customer Match API to

To reduce the risk of fraud, Frete.com needs to validate the identity of drivers during its

verify the identity of each of the 900,000 drivers authentication process. It verifies the driver's Brazilian

working through the platform. ID card and mobile phone number against the mobile
operator's data.

Impact Value

By ensuring that a driver is who they say they As Frete com can now safely tap a wider pool of

are, the network APIs are reducing fraud for trusted drivers, the API-based authentication solution

Frete.com, which pays more than US%$20 billion is helping to ensure road freight is transported in a

to drivers each year. timely and efficient manner. The solution is also easy
to deploy: developerscan integrate the Know Your
Customer Match API into their applications without
the need for custom implementations, simplifying
processes and reducing time to market.

“In the transport sector, ensuring quality service requires prioritising
security, agility and efficiency. Today we face the constant challenge of
onfine identity fraud, a threat that we must address effectively. In this
context, the Know Your Customer-Match APl emerges as an outstanding
solution, offering a way to mitigate this risk and strengthen integrity.”

Frete.com

BRAZIL

Challenge:
Road Freight accounts for 67% of total goods moved in Brazil
with 900,000 drivers.

(Informe ICEX 2023 infraestructuras de transporte en Brasil)
Frete in Latin America carries goods worth US$402 billion
each year on behalf of 18k companies.

Solution:

e Telefonica, Vonage & Telefonica, Vivo collaborated to build a
common set of APIs that the Transport & Logistic industry
use to fight scams/identity fraud:

» KYC-Match validates the identity of the user registered,
verifying the Brazilian ID Card (CPF) & mobile phone #

Results:

Frete: reduction in scam by drivers (USS$20 billion/ year to

drivers). GSMA

Confidential


https://www.youtube.com/watch?v=gOP-ucXKS3c

Commercial Case Studies

Telefonica: Carrier Billing — Entertainment & e-Commerce Provider Kanto in Spain

SPAIN

Challenge:
Over 75% of customers would like to shop online through their
TV for digital services like games, apps, e-books, music or

Secure and simple (sgbscrif;c)ions to streaming services
TV Payments Solution:

e Telefonica and Moviestar Plus+ collaborated to build a
common API that the Entertainment and e-Commerce
industry use to simplify the user experience:

» Carrier Billing allows for users to use their mobile
subscription to purchase digital services without the

OPEN GATEWAY

Play (k)

P P ) 004/126

need for credit card details and be billed on their
mobile
000 o .
¢ Telefénica Results:
Kanto: TBA

GSMA
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https://www.youtube.com/watch?v=RPKf06Jp95I

Commercial Case Studies (Global)

Communications Quality — Gaming & Entertainment (Broadcasting), Unified Comms & Collabs, Health & Wellness

Gaming & Entertainment Unified Comms & Collabs
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Commercial Case Studies

Vodafone with FICO & Jersey Telecom : Scam Signal — Financial Institutions

2. 5= UK

Orer Gateviw/ : Challenge:

. - Authorized Push Payment (APP) fraud is a growing issue.

Criminals are using advanced tools to deceive customers into

sending money by impersonating bank officials, government
Vodafone implements scam representatives or family members, leading to significant
signal API financial losses and eroded trust.
ggs:alsijgly_fqr banking sms using the CAMARA standardised Scam SOI ution :
T . [TeheiceatEontion e Vodafone Identity Hub offering designed in compliance with

CAMARA’s guidelines, ensuring industry-wide
standardisation:

» Scam Signal uses real-time network data analysis to
detect and mitigate social engineering attempts during
live transaction, provides additional layer of fraud
protection.

Results:
UK bank: Improved fraud detection by 30% in 3 months. IK./I

detection of false positives. Resulting in better user experlencé%
Copfidentjal

"The threat of social engineering (s becoming increasingly
sophisticated. The Scarm Signal AP! is an exceptionally effective taol,
utifising rasi-time nefwork dasta to help banks detect and preveant
fraudulent transactions with a very low rate of false positives.”

Jehanna Weood
Hetwork APl Director



https://www.youtube.com/watch?v=gOP-ucXKS3c
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Fusion focus in 2026. ...

Building the enterprise demand
evidence base

2 Joint Industry Statements of
Requirements.

16 MDIs published

Verticals represented:
Aviation,
Automotive,

/ Anti-fraud published

(surpassed stretch target) 9 Comms Quality published

Financial Services,
Media & Entertainment,
Retail

© GSMA 2024 GSMA
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Demand map

© GSMA 2024
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Individual Market Demand Indicators 34

FICO: Antifraud - Scam Signal API starting with 15 markets in EU, LATAM
and APAC.

Skydio: Drone 15t Response QoD API

Tata Elxsi: Automotive & Drones QoD API

JT Global: Age Verification across 6 Markets

Air Europa: QoD across 7 EU, USA and 8 Latam

Flock Safety: QoD Public Safety across United States

Neutral Wireless: QoS + Profile across 5 Markets

IDEMIA: QoD Baggage ldentification & Recovery across Saudi, Oz, NZ, USA
IDEMIA: Public-Security-Biometric: Public QoD across 6 Markets

Veloce: eSports QoD Across 12 Markets

Ektar Technologies: Number Verify 2, Sim Swap, Device Identifier and Device
Change, KYC Tenure and KYC Match, Location Verification across GCC and
Asia

D8Corporation: SIM Swap, Number Verification, KYC Match, Device Location
Verification, Device Roaming Status and Device Identifier across 13 markets

Unscammed: SIM Swap, SIM Swap Subscriptions, Number Verification, Call
Forwarding Signal, Scam Signal, Number Recycling, Device Swap, Device
Roaming Status, Subscription Status, Location Verification, Location Retrieval
and Device Identifier across 8 markets

Coure Technologies: Number Verification, Number Recycle, Device Swap,
SIM Swap, KYC Customer Match, Scam Signal across 21 African countries

JOINT Market Demand Indicators

Drones e-Conspicuity_  (QoD, Location Verification, Fraud, Identity &
Authentication, Population Density Across USA, UK and EU) with NCSC UK,
Barcelona Drone Center, Ericsson, Nokia, NextNav, Dimetor, Shabodi,
Invicsa

Viydens: Geofencing Subscriptions, Device Location Verification and Most
Frequent Location APIs across Latin America, Europe, Asia Pacific and North
America with 3 large Brazilian enterprises Savegnago Supermercados,,Fast
Shop (and Multiplan who have authorised citation stating commercial interest

GSMA


https://open-gateway-marketview.gsma.com/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/gsma-fusion/fico/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/gsma-fusion/skydio/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/gsma-fusion/tata-elxsi/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/gsma-fusion/tata-elxsi/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/gsma-fusion/jt-global-industry-demand-for-trusted-age-verification-apis/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/air-europa-industry-demand-for-connected-aviation-ground-operations/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/gsma-fusion/flock-safety-industry-demand-for-mission-critical-drone-connectivity/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/gsma-fusion/neutral-wireless-industry-demand-for-programmable-5g-broadcast-connectivity/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/idemia-public-security-industry-demand-for-assured-connectivity-in-aviation-operations/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/idemia-public-security-industry-demand-for-biometric-aviation-connectivity/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/veloce-media-group-industry-demand-for-next-generation-gaming-connectivity/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/ektar-technologies-industry-demand-for-silent-network-authentication-for-digital-banking/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/ektar-technologies-industry-demand-for-silent-network-authentication-for-digital-banking/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/d8-corporation-industry-demand-for-fraud-prevention-and-customer-verification-network-apis/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/unscammed-industry-demand-for-fraud-prevention-network-apis/
https://www.gsma.com/solutions-and-impact/technologies/security/scams/gsma_resources/coure-joins-gsma-open-gateway-to-advance-secure-telecom-apis-and-strengthen-kyc-fraud-prevention-and-routing-across-africa/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/joint-industry-demand-for-assured-drone-electronic-conspicuity-connectivity/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/joint-industry-demand-for-assured-drone-electronic-conspicuity-connectivity/
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/vydens-industry-demand-for-location-network-apis-in-physical-retail/

Tuming enterprise demand to investable operator opportunitiesé

1. Demand Intelligence & Ecosystem Activation:
Vertical scope: Aviation, Automotive, Media, Gaming, FinTech, Retail
Validated demand and ecosystem commitment translated into investable operator opportunities

2. Market Validation:
Market validation activities (trials, pilots or structured validation exercises) converting demand
statements into evidence of technical feasibility, business value and commercial readiness

3. Future Networks Requirements:
Bringing enterprise demand into the future networks conversation
Strategic Pivot: expanding from APIs to broader 5G/6G Priority

© GSMA 2024 GSMA
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Commercial Case Studies

Orange: Location Verification & QoD — Manufacturing in MWCB (Shabodi)

Open Gatewa @ « E U RO P E

Challenge:
habodi Supporting demanding digital applications, such as computer
Location Veriication AP vision and process automation, manufacturers require highly
Orange and Shabodi demonstrate reliable connectivity.

tnou:w jst C‘E:nf transl:?T_TE:n?lja?Eu?ng Mission-critical processes can be disrupted if these applications
g5 Sudy Tor manuracturing using the CAaMARA=-STandardised LoCation

Werification and Quality on Demand APIs - View APl Descriptions S u ffe r fro m reso u rce CO m pet it i O n & b Ott I e n ec kS .

Business Problem

Solution:

e Orange & Shabodi collaborated to build a common set of
APIs that the Manufacturing industry use to overcome
resource competition & bottlenecks:

» Location Verification determine the location of the
nearest 5G-connected camera

» QoD ensures the camera has the bandwidth to stream
live video, enabling remote personnel to assess &
address the situation promptly

Results: GSMA

Shabodi: greater efficiency, productivity & lower risk of

ing digital =

“We leveraged Crange’s private 56 nefwork bo demonsirale how avtomabion
is ok fust aboud whiising the network e connectivity, but sxploiting the
infeiligence of the network o realize a vision and capabiiires of various
awtornalion strategies.. the partnership with Orange has enabled Shabooi do
axpose these comples nebwork services a5 simple APis ©

Harpreet Geskes
Co-Founder & CTO of Shabadi.



https://www.youtube.com/watch?v=gOP-ucXKS3c

Commercial Case Studies

China Unicom Global: Connectivity Insights & QoD — Cross Border eCommerce Platforms (CITIC Telecom & DT)

el oo
| CHINA
Open Gateway AT

Challenge:
Strong demand for live streaming services relating to cross-

T, - border e-commerce in the APAC region. Content creators rely
on traditional roaming services or local tourist SIM cards to
Telcos team up to support

! 3 ! - stream live. These options not cost-effective or don’t support
international live streaming . P . . PP
Case study for cross border e-commerce using the CAMARA-standardised IOW Iatency and hlgh bandWldth fOF I|Ve OverseaS broadcaStS

Quality on Demand and Connectivity Insights APIs - view APl Descriptions

Business Problem Technical Solution SOIUtion:
e ' e China Unicom Global integrated its API platform with CITIC
Telecom DataMall and DT Remote Packet Gateway LBO
(Local BreakOut:
» Connectivity Insights analyse the network quality on
user's mobile device
» QoD ensures the appropriate bandwidth and latency
needed for the service is provided when required
B i S Results:
ot projorts b o Shart ke, O Company hed ful condidnce 1 she b 5T T CITIC Telecom: Convenience, stable & high-quality cor&ggét'vi XA

Dpen Gateway ecosysiem.”
at low cost
Confidential

“Through the learning process of Open Gafeway AR technology, we have
aiscoverad the significant patential of Gpen Gateway AP standaraisation

Dicksan Ip,
Chief Technology Officer of CITIC Telecam.



https://www.youtube.com/watch?v=gOP-ucXKS3c

Commercial Case Studies

China Mobile: QoD — Payment Gateway (Alipay)

CHINA

Challenge:
Unstable mobile connections impact about 16% of 100’s of
billions of transaction processed annually by Alipay (Alibaba’s

mobile payment). Usually happens in densely populated areas
Alibaba Cloud increases the (ex. Shopping malls, transport hubs or fast moving

reliability of mobile payments environments like trains) where transaction latency is increased

Case study for fintechusing the CAMARA -standardised Quality on . .
Demand AP! - view API Descriptions which in-turn reduces success rates.

Business Problem Technical Solution

Solution:
e China Mobile’s Ability as a Service (AaaS) platform from ZTE,
Alipay is utilizing :
» QoD API - provides programmable interface for
developers to request stable latency or prioritized
throughput. This API also supports differentiated

billing.
o atmtmnce, ansuring sinbis nc secure netuwork condltions for Results:
Alibaba Cloud: Improves user authentication, networ a,twit .
Alibabi Cloud and overall service quality, addressing challenges of congestion


https://www.youtube.com/watch?v=gOP-ucXKS3c

Commercial Case Studies

Telefonica, Vodafone, MasOrange, Laude: Device Locations, QoD, Number Verification, eKYC, SIM Swap — Safety Alert

Open Gateway

SPAIN

Challenge:
Restraining orders imposed by the legal system can be difficult
and expensive to enforce. Yet, for their peace of mind and

personal safety, victims of harassment or assault need to know

ViRe helps to enforce that the aggressor is complying with such orders.
restraining orders

Device Location Verification API

Case study fo_r_ personal safety using the CAMARA—standardised Device SOI Utlon:
Location Verification APl - view API Descriptions ° Telefon |Ca, VOdafOne, M asora nge & La ude Wlth |2CAT
Business Problem Technical Solution . . . . .
, : < developed the ViRe (Violence Restriction) app using
CAMARA API’s and Al:

> Number Verify, Device Location, SIM Swap, e-KYC
» QoD ensures the appropriate bandwidth and latency
needed for the service is provided when required
Results:
i2CAT: Reliable alerts during periods of network congestion,
reduces costs and intervention times. Robust backup for

restraining orders. )
8 GSMA

“This mode! opens up new opportunities for companies ke LAUDE o
dewise innovalive applications with a great soclal impact by taking
advantage of the nefwork's advanced capabiities. This new paradiga will
aftow ws ta offer new and better services to citizens.”

Ana Moliner
Director of the Innovation Business Development Department
& Strategy at [2CAT.

Confidential


https://www.youtube.com/watch?v=gOP-ucXKS3c
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